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Tis the Season…for Holiday Scams
 
By Senator Scavello

PEN ARGYL -  The Pennsylvania Department of Banking and 
Securities and the Pennsylvania State Police (PSP) are reminding 
consumers to be vigilant against fraud and scams associated with 
holiday shopping. Five common scams to watch out for this season 
include:

1. Hacked Account Scam – A scam-
mer may use technology to make it 
seem like your financial institution is 
calling you to inform you that your card 
or account has been compromised. 
They may have details like the last 
four numbers of your card or listing of 
recent purchases. This is an attempt 
to establish credibility and create an 
urgency to prevent additional fraudu-
lent activity, while seeking additional 
sensitive financial information. Your financial institution will not call 
you unsolicited and ask for details such as your Social Security 
number, account or credit card numbers, or password. Always con-
tact your financial institution directly using the phone number from 
your statement, bank card or their website to verify any calls from 
the institution.

2. Unbelievable Price on Hard-to-Find Items – Everyone enjoys 
a bargain, but if the item you’re looking to purchase is showing for 
significantly less than compared to every major retailer, it is likely 
fraudulent. The scammer will try to sell you a plausible, but ulti-
mately fictional, reason for the price difference. Fraudsters will tell 
you there are multiple people interested, but they’ll let you buy it if 
you send payment immediately. Once you send the money, you’ll 
receive bogus shipping information or never hear from them.

3. Bank Deposit Holiday Hustles – Having your checking or sav-
ings account information used for depositing mystery shopper 
checks or other deposits whose funds you don’t know the source of 
can lead to financial loss and difficulty reestablishing banking ser-
vices. When you endorse or sign a check, you are vouching for the 
legitimacy of those funds being available. A scam artist may send 
you a check for an amount to buy certain items to send somewhere, 
allowing you to keep a portion for yourself. If that check or funds are 
fraudulent, you will be liable for the entire balance.

4. Copycat Websites – Identity theft can occur despite taking pre-
cautions. Consumers can help reduce the chance of having their 
personal or financial information stolen by practicing safe online 
shopping. Malicious emails can appear to be from legitimate retail 
stores. Do not click on these links. Instead, bookmark the URL for 
your favorite stores to ensure you are accessing the appropriate 
site. If purchasing items online, be sure to monitor your accounts 
after for fraudulent or unauthorized charges.

5. Gift Cards – Gift cards can be a versatile and practical holiday 
gift but remember that no government agency will ever ask you to 
pay a fine, fee or penalty with a gift card. If you receive a call tell-
ing you to pay a debt or some other cost via gift card, that is a red 
flag of a scam. Hang up immediately. Once a scammer has the 
codes and pins from a gift card, it is extremely difficult to recover 
any funds.

Pennsylvanians who have fallen victim to a scam can contact 
their financial institution and local police department through non-
emergency channels. Additionally, victims can file a complaint with 
the FBI Internet Crime Complaint Center.

In addition, the free “See Something, Send Something” smart-
phone application enables people to report suspicious activity. 
Consumers are encouraged to capture photographs, screenshot 
and other information and send directly to the PSP. Tips can also 
be sent to tips@pa.gov.


